Privacy & Regulatory Readiness Mini-Checklist

High-level checklist to reduce surprise costs (legal, notification, call center, monitoring) after a privacy
event.

1) Know your data (reduce legal + notification chaos)

 List the data you hold: employee, customer, patient/client, payment data.

» Know where it lives: email, cloud apps, file shares, laptops, vendor platforms.
Track who owns each system and how to access logs quickly.

Set retention rules (do not keep data forever without a reason).

2) Know your obligations (reduce dispute and delay)

* Identify which states/countries apply to your business (where people reside).
» Maintain a basic 'notification trigger' guide (what counts as reportable).

» Pre-select counsel or know who you will call for guidance.

» Keep templates: customer notice, employee notice, regulator notice (drafts).

3) Vendor and supply-chain readiness

» Maintain a list of critical vendors (billing, payroll, EHR/CRM, MSP, cloud).

» Require vendors to notify you quickly of incidents that affect your data/operations.
» Know your outage plan if a vendor goes down (manual workaround and comms).
» Confirm cyber insurance reporting requirements if a vendor incident hits you.

4) Money movement controls (prevents expensive wire-fraud events)

» Call-back verification for any vendor bank change or urgent wire request.

» Dual approval for new payees and wires over a set threshold.

» Separate email from approvals (use accounting system workflows when possible).
« Limit who can change vendor payment details and log all changes.



