Claim-Ready Incident Timeline Template

Use this as a simple timeline + decision log during an incident. Keep it factual (who/what/when).
A) First 60 minutes

* Identify incident lead and decision-maker (who can approve spend).

» Preserve evidence: do not wipe systems; capture notes, screenshots, and logs.

» Contain obvious spread: reset credentials where needed; isolate affected systems if advised.
» Notify internal stakeholders (IT, legal, leadership).

» If you have cyber insurance: contact the carrier/broker and follow the reporting process.

B) First 24 hours

» Engage specialists (breach counsel, forensics/IR) and define scope.

» Start a timeline: what was first observed, which systems, which users, what actions taken.
 If funds moved: contact the bank immediately and request a recall; document times/names.
» Assess data exposure (what data, whose data, how many records).

» Prepare a communication plan: internal message, customer/vendor message if needed.

C) Days 2-7

» Validate restoration: test backups and recovery; confirm systems are clean before reconnecting.
» Track costs by category (IR, legal, restore, Bl, PR, notification). Save invoices.

» Document key decisions and why they were made (avoid hindsight debates).

* If notification is required, confirm timing, content, and method with counsel.

» Capture lessons learned and prioritize controls that reduce time-to-contain and time-to-restore.

D) Decision log (fill in)

Date/Time: Decision:
Owner: Reason:
Impact/Notes:

Date/Time: Decision:
Owner: Reason:

Impact/Notes:




