
Use this to understand the common line items that appear after a cyber incident and what reduces
them.

1) Forensics / Incident Response (IR)

• What it is: technical investigation, containment, scoping, remediation support.
• Bill drivers: after-hours work, unclear scope, slow access to systems/logs.
• Reduced by: MFA, EDR, centralized logs, pre-approved access and contacts.

2) Breach counsel (legal)

• What it is: guidance on obligations, privilege, notifications, vendor coordination.
• Bill drivers: missing records map, unclear regulators/jurisdictions, delayed decisions.
• Reduced by: know what data you hold, where it lives, and who owns decisions.

3) Notification / call center / credit monitoring

• What it is: mailing/email notice, inbound calls, monitoring services (if required).
• Bill drivers: number of impacted records, incomplete addresses, unclear eligibility.
• Reduced by: accurate customer/employee records, clean data inventory and retention.

4) PR / communications

• What it is: messaging, media response, customer comms, reputation management.
• Bill drivers: inconsistent messaging, delayed updates, no spokesperson plan.
• Reduced by: pre-drafted statements, designated spokesperson, clear escalation.

5) Restore / rebuild

• What it is: recovery, reimaging, rebuilding servers/endpoints, validation testing.
• Bill drivers: backups fail, no restore testing, legacy systems, repeated rebuilds.
• Reduced by: tested backups (restore drills), asset inventory, patching discipline.

6) Business interruption (BI)

• What it is: lost income + extra expense during downtime and recovery.
• Bill drivers: long outages, manual workarounds, vendor dependency, payment delays.
• Reduced by: resilient processes, alternate workflows, critical vendor contingency.

7) Funds transfer / wire fraud response (BEC)

• What it is: bank recall attempts, forensic review, legal guidance, documentation.
• Bill drivers: late reporting, weak payment verification, limited bank controls.
• Reduced by: call-back verification, dual approval, secure vendor change process.
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